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Abstract

Modernstorage systemsre responsibldor increasing
amountsof data and the value of the data itself is grow-
ing in importance Several primary storage systenmsolu-
tions haveemepged for the protectionof data: (1) Secue
Storage throughCryptagraphy (2) Badkup and \ersioning
Systemg3) Immutableand TamperProof Storage, and (4)
Redundanttorage. Usingresultsfrom publishedstudies,
we compae thesefour solutionsagainstdifferent require-
mentshighlightingtrade-ofsin performancespaceattack
resistanceandcost.We alsopresenta casestudyof apply-
ing thesesolutionsbasedon designwork at NCSA Lastly,
we concludethat while different storage protectionsolu-
tions may be appropriate for differentrequirrmentssome
geneaml conclusionscan be madeabout current state-of-
the-art storage protectionsolutionsas well as directions
for future reseach.

1. Intr oduction

The potentialfor loss, corruption,and leakageof data
in a storagesystemis of greatconcern. Datais the criti-
cal elementof an organizationalprocesses Without data
to work with, the computationatesourcepoweringmod-
ernactvity areuseles$31]. Worseyetwould be computa-
tions performedwith corrupteddata. Also unacceptablés
the disclosureof sensitve informationto accidentor ma-
licious attackswith new legal liabilities andthe ultimate
damagedo organizationateputation.

Theearliestwork in securingdatafocusedon the physi-
cal securityof thedata.Guardsjockeddoors,andcameras
did muchto deterattaclersin the earlydaysof computing.
Later, remoteaccessndinter-networkingrequiredsecurity
to be movedto the systemlevel. Operatingsystemspass-
words, re walls, andintrusiondetectiorsystemsattempto
effect securityin the networks andcomputerghemseles.
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However, while bothgoodphysicalsecurityandgoodsys-
temsecurityarenecessarto protectdata,alonethey arein-
adequateAn insiderattackwith accesgrivilegeswill nd
few obstaclego datadestructiorwhile a determinednali-
ciousoutsiderwill be obstructedy little more. Giventhis
evolution, the focus of protectionmustshift toward data-
centricsolutions,with the storagesystemitself at the cen-
ter.

Theprimarygoalof storagesecurityis to insurethe CIA
properties: con dentiality, integrity, and availability. To
do so,avarietyof techniquesreavailable. Cryptographic
techniquescan do much towardsensuringcon dentiality
andintegrity. Backupandversioningenhanceheavailabil-
ity andintegrity of data. Tamperproo ng andimmutability
effectstrongguaranteesnintegrity. Redundang provides
betteravailability. Varyingin strengthsand weaknesses,
thesetechniquesappliedcorrectly canprovide a secure,
well performingstoragesystem.Applied incorrectly they
caneasilyleadto a costly, slow systemwith a falsesense
of security

In this paper we highlight the trade-ofs for protecting
storagesystemausingdifferentsolutionsin orderto deter
mine which solutionsare appropriateunderdifferent cir-
cumstances.The remainderof this paperis organizedas
follows: Section2 providesbrief overviews of thedifferent
storageprotectionsolutions.Section3 compareshediffer-
entsolutionsagainsteachotherusingdataavailablein the
literature. Section4 is casestudybasedon storageprotec-
tion designwork at NCSA. We endin Section5 with gen-
eralconclusionsaswell asdirectionsfor futureresearch.

2. Summary of storageprotection solutions
2.1. Cryptography

Storagesolutionsthatemploy cryptographyareprimar
ily designedo insuredatacon dentiality throughthe use
of strongencryption. Thus, given proper control of the



decryptionkeys, only authorizeduserscangain acces<o
speci ¢ data,and a breachof the storagesystemreveals
nothingto an attacler. Suchsecurityis clearly bene cial
and often times necessarybut it comeswith a two-fold
costmanifestedn performancepenaltiesassociatedvith
dataaccessand the additional overheadof key manage-
ment. Cryptographicstoragesystemdliffer in theway that
they handletheseaddedcosts. Sincecryptographicoper
ations are computationallyexpensie and time intensve,
somesystem®f oad thecostto clientmachinegatherthan
concentratinghe load on the storagesystemitself. Addi-
tionally, somedesignsrely on a centralizedtrustedsener
to managecryptographidkeys while othersrequireusersto
distribute andrevoke their own keys.

It shouldbe notedthat cryptographicstoragesystems
arenot, by themseles, designedor availability. Without
incorporatingtheminto a larger storagesolution, they are
oftensusceptiblgo denialof serviceanddeletionattacks.
Any destructiorof dataor a successfutcompromiseof the
storagesener canpreventanauthorizeduserfrom access-
ing data,kbut the attacler will not be ableto recover the
dataitself asit is encryptedbn disk. PASIS [34], described
in moredetaillater, providesa methodto ensureavailabil-
ity, makingit anexceptionto thisrule.

Performancewithin a cryptographicstoragesystemis
largely dependenbn the type of cryptographyemployed.
Cryptographicoperationscan easily dominateaccesda-
teng/, andasa resultthe choiceof cryptographicscheme
is one of the most major determiningfactorsin perfor
mance.Older ciphers,especiallyDES and3-DES, canbe
prohibitively expensve. Newer ciphers,suchasAES, are
easierto implementef ciently, and canallow much bet-
ter performancegspeciallyif dedicatechardwareis used
to of oad the cryptographicoperations.In the absencef
cryptographimperationsmostsystemserformcompara-
bly to the underlying le systemwhich they emplgy. To
demonstratehe signi cance of cryptographicoperations,
Tablel offersaperformanceomparisorof selectsystems.

The TransparentCryptographicFile System|[3] and
NCryptFS[33] aretwo examplesof le systemlevel sys-
temsthat performall cryptographicoperationswithin the
operatingsystemprior to writing datato disk. Both arede-
signedto be layeredon top of another le system,such
as NFS. As an applicationrequestsdatait is rst trans-
ferredfrom the storagesener to the client machines.The
client machineis then responsiblefor decryptionbefore
the datais transferredto the application. Similarly, data
to be written is rst encryptedby the client machineand
thentransferredo the storagesener. Theresultis thatthe
sener never handlesunencryptediata. The only time that
datais in plaintext form is while it is in useby the appli-
cation. However, thesesystemshave cryptographickeys
thatarelocalizedto individual machinessoary datashar
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ing requiresthe le ownerto manuallydistribute the ap-
propriatekeys. This canbecomeunwieldy to managen
larger storageervironments. Additionally, key revocation
in TCFSrequiresthat les be re-encryptecand new keys
distributed,while NCryptFSrelieson a cumbersoméme-
outthreshold forcing usersto periodicallyre-authenticate
themselesduringoperations.

Similar to the le systemsolutions,PLUTUS[15] and
SiRiIUS [11] implementa cryptographicstoragesystem
over a standardremote le system. The work of encryp-
tion, decryption,andsigningis doneonthe hosts allowing
a scalabilitythatis not possiblewith a centralizedsener.
A systemdaemorinterceptall le systemaccesgallsand
routesthemthroughthe appropriateencryption/decryption
operations.Thesesystemdliffer from thoselike TCFSin
that they are not directly embeddedvithin the operating
system,offering a wider rangeof key managementFile
ownersarestill requiredto manuallydistribute keys to ad-
ditional users,however, the keys that actuallyencryptthe
dataare embeddedvithin a key managemensystemlo-
catedonthestoragesener. Figurel shovsthearrangement
of keys in PLUTUS. Separatekey-systemkeys and le-
signingkeys are usedto control accesgo the lower level
datakeys. This allows revoking a userto occurby only
changingkeys at the managemenlevel, preventinglarge
amountf re-encryption Additionally, PLUTUSemploys
a key rotationschemehatautomateshe key management
processandlimits the amountof individual usermanage-
ment.

Figure 1. PLUTUS key system

As analternatve solution, PASIS [34] usesa threshold
secretsharingmechanisnto separatelataamongseveral
senersbasedntheassumptiorof independentailures.If
fewersenersthancon gurablethresholddail, nodataloss
orleakagecanresult.Clientsareableto corruptdatawhich
they are authorizedto write to, however, PASIS records
which client initiates a particularoperation,allowing the
sourceof any corruptionto betraced.Someargedisadwan-
tagego PASIS, however, includelow readandwrite perfor



Table 1. Comparison of performance of diff erent systems with diff erent cryptographic methods. Note
that the performance results were derived from unrelated studies of individual systems [3, 15] and

cannot be used for a direct comparison.

| StorageSystem| SequentiaRead| SequentialVrite |

OpenAFS 1.28s 1.57s
PLUTUSw/o crypto 1.39s 1.59s
PLUTUSDES 4.58s 4.27s
PLUTUS3-DES 7.84s 7.92s
NFS 2.26s 1.39s

TCFSw/o crypto 2.46s 2.78s
TCFSwitrivial crypto 4.04s 9.05s
TCFS3-DES 4.27s 15.92s

mancedueto excessnetwork traf ¢, andthe susceptibility
to coordinatedhttacksanddependensener failures.

2.2. Tamper-proo ng and immutability

Tamperproo ng and immutability are two techniques
to improve the integrity of data. Tampefproo ng provides
only integrity guarantees[14]. The purposeof tamper
proo ng is to detectif modi cations have occurred.Gen-
erally cryptographichashingor signing is usedto effect
tampefproo ng. Immutability, ontheotherhand,provides
bothintegrity guaranteeandimprovementsn availability,
by ensuringthat oncewritten, datacannotbe overwritten.
Enforcemenbf this propertycanbe donein software, by
thehardware,or be dueto the physicalnatureof the media
itself.

2.2.1. Tamperproong. It would seem that im-
mutability subsumesamperproo ng. Considey however,
a tamperproof digital securitycamera. The cameraadds
a cryptographicsignatureto its images. If the images
are later usedin court, there can be no doubting their
authenticity; the camerahardware signs only what it
captures, and modi cations become readily apparent.
Supposeénsteadthattheimageswererecordedo a CD-R.
To modify the imagesone needsmerely to save their
work to anotherCD-R, anddestrg the original. Without
tampefproo ng, this would go undetected.At the same
time,atamperproofsecuritylog doedittle goodif deleted.
Immutability andtamperproo ng Il differentroles.

Figure 2 illustrates the relationshipbetweentamper
resistantjmmutable ,andcryptographicsystems.Tamper
resistantsystemsuse cryptographyto provide integrity
[14], while somecryptographicsystemsprovide only con-
dentiality [33]. Sometampetresistanttechniquespro-
vide software immutability, but otherssuchas TCFS do
not. Hardware and media-enforcedmmutability often do
not provide the metadatgrotectionnecessaryor tamper
proo ng.
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Figure 2. Relationship between
resistant and immutab le techniques

tamper -

Cryptographicsystemsmay provide tampefproo ng
in addition to con dentiality [34, 3, 15, 11]. Content-
addressablestorage systems[9, 10] inherently include
tamperproo ng. Two generaltechniquesexist: crypto-
graphichashesandcryptographicsignaturesin a hashing
system,a summaryof the datais madewith a hashfunc-
tion. If a copy of this hashis retained,onecanverify that
thedataremainsunchangedCryptographicignaturegen-
erateadditionalinformationcertifying thatthe signer“ap-
proves”of thedata.This signaturesenesthesamepurpose
asa hash. The signaturecan be checled by arnyone, but
cannotbeforged. Thereforemodi ed datacanbedetected.

Another axis along which to classify tampefresistant
systemsis the data protectedby the systems: metadata,
suchasafull le pathnameortheend-datatself. Protect-
ing the metadatyieldsa somevhatdifferentform of secu-
rity: assurancé¢hatthe pathmeetscertaincharacteristics,
andthereforethatthe databeingretrievedis correct.Thisis
particularlyusefulfor systemausingbothtamperresistant
andimmutabletechniquesTheveri cation overheads re-
duced,aslessdatamustbe checled; particularlyfor large

les. Furthermoresuchsystemscanoffer strongguaran-



teesthatif the path,addressair is correct,thenthe data
hasnot changedinceretrieval. In contrastjn highly repli-
catedor decentralizedsystemsjncluding sufcient infor-
mationto validatethe completepathmay becomeconsid-
erablymoreexpensve thanprotectingdataalone. Thusin
general,centralizedsystemsand content-distrilntion net-
works incorporatemetadatgprotection,asin SFS,while
decentralizedystemsuchasPASISrely onfragmentation
andreplication.Oceanstorés anexception.

2.2.2. Immutability . Immutability refersto the prop-
erty, which, onceappliedor givento an object, prohibits
ary subsequenthangedo thatobject.In le systemsim-
mutability refersto preventing ary changesor modi ca-
tionsto thecontentsof the le. [13]

Severaldifferentstratgjieshave beenusedto createim-
mutablestorage[30] classifyimmutablestoragento three
major cateyories:

PhysicaWORM technologyor P-WORM
EmbeddedVORM technologyor E-WORM
SoftwareWORM technologyor S-WORM

P-WORM or the physicalstoragetechnologiesnclude
mediathatis by natureimmutableandunchangeableBoth
optical and magneto-opticainediaare usedto implement
P-WORM. Among these,optical disks are more popular
Examplesinclude CD-R and DVD-R. Also, optical juke-
boxesare usedwhich combineseveral optical driveswith
multiple WORM disks. Capacitiesof optical WORM de-
vices rangefrom several hundredsof Megabytesto sev-
eralGigabytesn recentUltra DensityOptical(UDO) disks
[21]. Magnetooptical disk storageoperateson the princi-
pal of changego the magneticpropertiesof certainmedia
atparticulartemperaturedt hastheadvantageoverOptical
WORM becausdt toleratesnechanicatlamageso theme-
dia far betterthanoptical disks. Readingoccursat speeds
of magneticdisks. Currently available Magneto-optical
diskshave capacitiesipto 9 GB. Thegreateshdwantageof
P-WORM technologyis its widespreadidoptionby differ-
entvendors . Similarly, magneto-opticaldisksareavailable
from differentvendors.The massmarketing, researcland
developmentinto P- WORM have also loweredits price,
comparedo otherWORM technologies.The major prob-
lemwith OpticalP-WORM devicesis thatwrite operations
areextremelyslowv whencomparedo theirmagneticcoun-
terparts. Also, the capacityof eachphysicalmediais rel-
atively small. Finally, managementf a large numberof
mediadisksprovesto beabig problem.

In embeddedVORM or E-WORM, device driver and

rmw arework togetherto implementan immutablestor
age system. Many large storagevendorshave come up
with proprietarystoragesolutionsncorporatinge-WORM.
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Both magnetictapesanddisksareusedin thesesolutions.
MagnetictapeWORM usesa combinationof tapestorage
and rmw arebasedrotection.Commonlyusedtapeis not
usually write- protected,so this requiresspecializedtape
driveswith embeddedvrite protectionmechanism.Mag-
neticdisk WORM useghedisk rmw areto addprotection
mechanismo magneticdisks. Tape libraries are some-
what similar in natureto the optical juke boxes combin-
ing multiple WORM tapes. The EMC product Centera
[9] andthe Network ApplianceproductNetStore/Snaplock
[19] aretwo examplesof embeddedNVORM technology
basedon hybrid rmw are/softvare approach. E-WORM
deviceshavelargerstoragespacevailablepertapeor mag-
neticdisk. Also, fastemwrite operationsareperformedhan
with opticalmedia.Thecostis comparatiely small. How-
ever, magnetiomediais proneto problemsrelatedto phys-
ical damage. WORM tapesare not recognizedor usable
with non-WORM devices. Also, magnetictape WORMs
allow only sequentiakead/writesbut not ary randomac-
cesdo thecontentsFinally, intruderswith physicalaccess
to magneticWORM tapecandamagehetapeanddestry
thecontents

user

oS

immutable

?
yes fIag ¢ m

allow read allow read
disallow write allow write

unchangeable
digital object

changeable
digital object

Figure 3. S-WORM architecture

The nal catgory in immutable storageis software
WORM or S-WORM (see Figure 3). Here, the oper
ating systemprovides protectionusing mechanismdike
capability-basedcheme®r modi ed le systemsFor ex-
ample,Unix providesa mechanisnfor indicating system
les anddirectoriesmmutable.Systemutilities lik e chattr
andlsattr canbe usedto settheimmutability ag andren-



dera le impossibleo modify evenwith rootaccessHow-
ever, ary malicioususergainingroot level accessancir-
cumwentthis protection.Linux IntrusionDetectionSystem
(LIDS) [16] providesimmutability by enablingmary of the
all-powerful rootprivilegesto berevoked. Thereforeanin-
truderwho hasgainedroot privilegescannotperformmary
activities usedfor exploiting the machine.LIDS alsocan
preventrootkits thatuselLinux KernelModules(LKM), by
allowing only loadingof LKMs until thekernelis sealedy
LIDS. In additionto these] IDS canenforceaccessontrol
list or ACLson le systemobjects.A problemwith using
LIDS is that, all the above featuresareimplementedising
theLinux VFS. An intrudercanstill modify or deletea le
by usingthe raw disk interface,circumventingthe ACLs
enforcedby LIDS. To solve this, LIDS canbe usedto dis-
ablethe capability CAP.SYS RAWIQ preventingany raw
accesgo storagedevices. A major advantageof software-
basedWORM technologyis thatit is simpleto implement
andintegratewith existing operatingsystemsOntheother
hand,all thesesolutionsdependonthe le systemcodeto
incorporatesecurity Anyonewith root privilegescouldby-
passthe le systemandaccesghe physicalmedia. Also,
intruderswho gainsroot accesdo a systemhave almost
completecontrol over memoryand can bypassary soft-
warebasedmmutability mechanism.

Table 2 shavs a comparisonof the different WORM
techniquesavailable. The main issuesand challengesn
achieving immutablestoragearecapacity datathroughput,
managemenbverhead,costand security Magnetictape
is the cheapestand hashigh capacities. However, it has
slower datathroughput,and managementverhead.Opti-
cal jukeboeshave mediumcapacitiesput arevery costly.
Magneticdisk basedWORMs are fast,and have high ca-
pacities. But securityis a problemwith suchdevices. OS
basedechniquegprovide the bestperformanceandcapac-
ities, but are proneto securityproblems. In view of this,
ahybrid approactbasedn S-WORM and rmw arebased
techniqueseento bethebestsolutionfor immutablestor
age.

2.3. Backup and versioning (time dimension)

Backup and versioningtechnologyimprove the avail-
ability andintegrity of datain thetime dimension.Backup
providesa snapshobf a pastsystemstate.Modernbackup
solutionsoperatewith constrainedspaceand low system
overheadput requiremanagementon gurationandleave
large time spansof unprotectediata. Versioningprovides
amorecontinuougataview but involveshigheroverheads
andgreaterspacerequirements.

Modernbackupsystemsarequite mature[5]. Sincethe
work of the Amandaproject[25], effort hasfocusedonim-
proving backupmanagement A modernbackupsystem,
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suchasLegatoNetworker or Tivoli, usuallyhasa number
of backupclients. Theseclientsareindividual senersor
workstations.Software on the clientssendsdatato a cen-
tral backupsener. This sener hasa quantity of disk to
accumulatdackupdata.Oncesufcient datahasbeenac-
cumulated,it is written off to tape. Meta-dataaboutthe
backupss kepton-diskfor ef ciency. A newerre nement
of this processs to replacethe tapewith disk arrays.This
disk-to-diskbackup,madepossibleby the falling cost of
disk drives,improvesperformancegspeciallyfor restores.
However, tapeis still the cheapesimediafor bulk backup,
especiallygivenit's low power costs. Massve Arrays of
Idle Disks[6], or MAID, examinesthe potentialof idling
mary of thesedisksto save power. Power usagecan be
reducedby 90% with only marginal reductionsin perfor
mancecomparedo an active array Recentwork hasfo-
cusedon managingmobile hostsand prioritizing backup
basedon organizationor economicvalue[20]. The preva-
lenceof laptopsn moderrenterpriseervironmentgeduces
the effectiveness(see Figure 4) of backup management
software,andnecessitatedifferentstrategies.

Figure 4. Effectiveness of backup as a func-
tion of mobility .

Notableversioningle systemsncludeS4[28], theRe-
pairableFile Service(RFS)[35], andtheElephantle sys-
tem[23]. S4 and RFS are both comprehensie version-
ing systems—allwrites areloggedup to a speci ed age.
S4[28] operatesindertheassumptiorthatthe hostsystem
is untrustworthy. Every write up to the ageof the detec-
tion window is maintained An administratve interfacecan
betunneledhroughthe hostsystemusingstrongcryptog-
raphyto defeata potentially compromisechost. Studies
of daily write trafc shaw that total versioningis reason-
ablegiven usualdisk capacities.RFS[35] extendsthe S4
conceptto include logging to isolatedamagecausedy a
maliciousmodi cation. Giventheidenti cation of a ma-
licious processRFSusesa dependengtree of operations



Table 2. Comparison of immutable techniques

| | CD/DVD-R | OpticalJukebox | Tape | Disk | Unix FSTools | OSTechniques]
Cost/MB High Very High Very Low Medium Medium Medium
Capacity Low Medium Very High High High High
Speed Low Low Very Low High High High
Security High High Medium/Lowv | Medium Very Low Low
Managemen©Overhead High Medium High/Medium Low Low Low

to automaticallyidentify a recovery state. The Elephant
le system[23] keeps‘landmark” versionsyepresentatie
of the le systemstateat increasingntervalsin time. In-
dividual les may be assignedlifferentversioninglevels:
no versioning,completeversioning windowedversioning,
or landmarkversioning. While this is goodfor accidental
modi cations or deletions Jandmarkversioningis insuf-
cientto protectagainsta maliciousattacler.

2.4. Redundancy(spacedimension)

Redundang improves availability and integrity in the
spacedimension- datais replicatedin differentspaceso
it canberecoveredinstantly The bestexampleof storage
systemredundang is RAID [4]. Either throughmirror-
ing (RAID 1), parity (RAID 5), or errorcorrectingcodes
(RAID 3), RAID canrecoverfrom hardwarefailures.

Erasurecodeq12] areanothelimportantstoragesystem
protectiontechniquebasedon redundang. Erasurecodes
allow a more e xible allotmentbetweerfailure resistance
andspaceusagethanordinary parity or mirroring. Onthe
other hand,erasurecodesare computationallyexpensve,
imposinglarge penaltieon write performance.

Doublefailuresarenotuncommordueto commonenvi-
ronmentalconditionsor maliciousattack. To survive dou-
blefailures,aredundang techniquesuchasRow-Diagonal
Parity [7] maybeused.Datalossfrom doublefailuresgen-
erally comesfrom the failure of individual blockson other
disksduringtherehuild of afaileddisk. Theseailedblocks
which could ordinarily be scrubbedare exposedunderthe
stressfukconditionsof anarrayretuild. Row-diagonalpar
ity keepstwo units of parity informationratherthanone.
This additionalparity informationis alignedsuchthatarny
two disk failure can be recorered. Write performances
somavhat worse than RAID-5, but read performanceis
equialent.

Somedatais of coursemoreimportantthanotherdata.
D-GRAID [26] recognizeghis. D-GRAID usesthe extra
free spacegenerallyavailablein a disk arrayto storead-
ditional copiesof more critical data, suchas le-system
metadatalUnderfailure, D-GRAID allows the majority of
processet completeaventhoughdatathey requiremaybe
missing. Additionally, the extra copiesof commonlyread
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datacanimprove performance.This automaticbalancing
betweenreplicationlevelsis the key idea of the HP Au-
toRAID [29] system. AutoRAID putsnewly written data
in a RAID-1 style redundang pattern. As spaceis lled,
older, unaccessedatais movedto a moreef cient RAID-
5 style redundang. This allows betterstorageef ciency
without sacri cing performance Additionally, the system
is self-tuning,notrequiringadministratve overhead.

3. Meta-data comparison

Existing literatureprovidesplenty of statisticsasto the
propertieof thesevarioustechniquesHowever, it is scat-
tered throughoutthe papersdescribingeachtechnology
Additionally, thereis little direct comparisonacrossgen-
eraltechniques.Thereforewe nd it necessaryo provide
ameta-dataomparisorof all of thetechniques.

3.1. Performance

Of primary concernis performance.Regardlessof se-
curity, a systemthatdoesnot meetnecessaryperformance
levelsis of little use. Generally performances measured
in termsof CPUoverheadlateng, andnetwork bandwidth.

For cryptography the primary costis CPU overhead.
However, dependingon how the cryptographyis imple-
mented the magnitudeof the costscanvary greatly One
importantfactoris the choiceof cipher 3DEScanresult
in throughputaslow as10MB/sec while Blow sh canap-
proach53 MB/sec[32]. Performanceomparison®f dif-
ferentcipherscanbefoundin [8, 27, 18]. The new AES
cipher, Rijndael, canbe very high performingif properly
implementedOnthe otherhand,public key cryptographic
operations,critical in mary digital signaturealgorithms,
are amongthe slowest. Even so, modernprocessorgan
perform suchoperationsn millisecondtimes. Addition-
ally, mostprivatekey ciphersarewell suitedto implemen-
tation in hardware, with inexpensve FPGAsand ASICs
supportingmulti-megabytepersecondperformancg17]

Tamperproo ng imposessimilar overheadsscryptog-
raphy but lesserin magnitudeashashingandsignatureal-
gorithmstendto beratheref cient. Sinceindividualclients
will tendto wantto verify dataontheirown, theloadcanbe



Table 3. Comparison matrix

| | Con dentiality | Integrity | Availability | Cost |
Encryption High Medium None CPU
SecretSharing High High High CPU,Lateny
TamperProo ng None High None CPU
Immutability None High High Lateng, Space
Backup None Medium | Medium | Bandwidth,Space
Versioning None Medium High Space
RAID None Low Medium Space

easilyspreacbutamongmary machineswithoutleaving a
singlebottleneck.

Immutability, backupandredundang imposerelatively
small performanceoverheads Optical andtapemediacan
limit the storagebandwidthin immutablestoragesystems—
this canbe overcomeby usingdisk-basedystemsBackup
is not particularly performancesensitve, althoughbottle-
necksmay exist in tapeand network bandwidth. Redun-
dang generally provides performanceimprovements, if
the additionaldatacanbe usedto provide bene tsto read
performance.Penaltiesare generallypaid in write perfor
mance put thesepenaltiesagainarewell understood4].

3.2. Space

Cryptographicand tamperproof systemsincur simi-
lar sortsof overheadin the form of additionalmetadata.
In cryptographicsystems,this is key managementiata.
Tamperproo ng requiresthe storageof digital signatures
andhasheswhich imposesan additionalstoragecostper

le. If integrity ismanagesnaper le basisthisoverhead
is nggligible exceptwhendealingwith mary small les. If

integrity informationis doneat a ner-grainedlevel, then
thespaceoverheadnaybecomeburdensome—heever, this
is generallyacon gurabletrade-of.

Immutability and comprehensie versioning impose
similar spaceoverheadsjn that spacerequirementson-
tinually grow. Dependingon the application,the rate of
growth canvary alot, althoughfor mary systemst is rea-
sonable[28]. Workstationdisks typically experienceno
more than 200MB a day of write traf c, andso caneas-
ily becomprehensiely versionedperhapgo animmutable
system.

Redundang achievesits gainsprimarily throughaddi-
tional spaceequirementsHowever, theseadditionalspace
requirementsare generally very con gurable. Standard
RAID-5 systemsrequire(n+ 1) disks for n disks worth
of usablespace. Row-diagonalparity and other “RAID-
6” schemesise(n+ 2) disks. Erasurecodesallow an ar-
bitrarily e xible choiceof spaceoverhead althoughwith
addeccomplexity. Finally, bothD-GRAD [26] andHP Au-
toRAID [29] imposevariableamountsf overheadadjust-
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ing to disk usagepatterndo provide betterprotectiorwhen
the spaceis available. Whendisk spaceis not available,
they approactRAID-5 ef ciency.

Finally, backupalso imposesspaceoverheads,n the
form of multiple versionsof the data. Complicatedro-
tation schemeslik e the Towers Of Hanoi, can minimize
this overheadat the expenseof highermanagementom-
plexity. Additionally, re nementsto backupsuchas dif-
ferential and incrementalbackupscan further reducethe
overheadequired.Properuseof backupmanagemergoft-
ware[25, 20] canreducghemanagemeraverheadf more
complicatecbackuptechniques.

3.3. Resilienceto attack

It is dif cult to measurehe strengthof securitytech-
nigques. Although frameworks attemptingto do so exist
[22], they aremostly qualitatve, andattemptingto assign
quantitatve meaningto themseemsarbitrary Therefore,
we attempta qualitatve comparisorof the securityproper
ties of the differenttechnologies.Table 3 providesa sum-
mary of our comparisonWe baseour modelcomparisons
on[22].

Con dentiality is only increasedy cryptographidech-
nigques,suchas encryptionand secretsharing. However,
thesetechnigueslonecannotensuredataprotection.Each
relieson the assumptiorthatthe keys necessaryo decrypt
the dataare kept con dential. However, managemenof
thesekeys canbecentralizedandis aneasiemproblemthan
securingevery systemin anenterprise.

The integrity of a systemis mostprotectedby tamper
proofandencryptiontechniquesRAID only providespro-
tection againsthardware failures, but is easily thwarted
by ary purposefulattack. Backupandversioningprovide
someprotection,but if anattacler makesa changeto data
undertheguiseof anauthorizeduser bothbackupandver-
sioningwill blindly backupandversionthe corrupteddata.
They do however allow the recovery of uncorrupteddata
givennon-trivial taskof detectingwhenthe corruptionoc-
curred,and having madeadditionalcopiesin the relevant
time period. Encryptionand tampefproo ng, while they
make corruptiondif cult and detectablecan do little to



preventdeletion. Tampefproo ng, while it doeslittle to
preventcorruption,will alertusersto the presencef cor
ruption,in essencallowing only deletionattacks.

Secret sharing and especially immutability provide
strongguaranteefor integrity. Secresharingrequiresmul-
tiple failuresof authorizatiorto occur Finally, immutabil-
ity preventsmodi cationsfrom occurringatall, andthere-
fore completelyprotectstheintegrity of data.

Availability, like integrity, canbe in uences by multi-
ple techniques.Encryptioncanactually reduceavailabil-
ity, sincelossof the encryptionkeys will causethe associ-
ateddatato be lost. BackupandRAID improve availabil-
ity moderately A properbackupsystemwill allow data
to berecovered,howevertherewill be a periodof unavail-
ability while the restoreis in progressandif therequired
backupdoesfall into the backupwindow, no recovery will
bepossibleatall. RAID protectsagainsthardwarefailures
quitewell, but softwarefailurescanresultin the RAID sys-
tem storingincorrectdata. The incorrectdatawill be pro-
tectedagainsthardware failures,but it will still be incor-
rect. Secretsharing,immutability, and versioningall in-
creaseavailability. Again, secretsharingrequiresmultiple
pointsof failure for datato becomeunavailable. This can
protectagainstboth softwareandhardwareattacks.Theo-
retically, animmutablesystemwill neverlosethe datathat
is placedinto it. Finally, versioningcanactasa very com-
pletebackupsystem.Sinceversioningis generallyon-line,
the recovery period will be very short. Sinceversioning
is often quite spaceefcient, a large window of changes
canbe kept. An attacler may make mary changego a
systemto performa denial of serviceagainstthe version-
ing system—S428] addressethoseattackshy ratelimiting
changesf maliciousbehaior is detected.Togetherthese
qualitiesallow versioningto greatlyincreaseavailability.

It is importantto realizethatall of thesetechniquesn-
troduceadditionalcompleity into thestoragesystem.This
complity provides vulnerabilities—opportunitiefor ad-
ministratorsto make con guration mistales,andopportu-
nities for attaclersto nd additional aws. Successfully
dealingwith the extra compleity is necessaryo garner
ary additionalprotectionbene tsatall.

3.4. Cost

Giventhatthesetechniquesare addingfunctionality to
thestoragetherewill beadditionalcomplexity in theresul-
tantsystem.This compleity imposesverheadin termsof
additionalequipmenthumanresources porspace,power,
etc. For example,to storel PBin atapelibrary for ayear
onemay consume$9,400worth of power. Underthe same
conditions,a disk array may consume$91,500worth of
power [6]. The speci ¢ additionalresourcesmposedcan
vary greatlyfrom techniqueto techniqueandarealsode-
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pendenbon the speci ¢c implementatiordetailsof a partic-
ularervironment.

Althoughit may seemthatthe additionalhardwareand
softwarerequiredto meetperformanceandspacerequire-
mentsdominatescost, the highestoverheadis often in-
creasedstoragemanagementosts. Organizationsspend
signi cantly more monegy managingtheir storageinfras-
tructuresthan they do acquiringand implementingtech-
nology. The root causesarethe organizationakcomplexi-
tiesthat evolved asstoragedemandsncreaseandastech-
nology grows more powerful. As a result, storageman-
agementesponsibilitiesaretypically dispersedhroughout
the enterprise creatingcost inef ciencies. One solution
is consolidatingstoragemanagement storage-areaet-
works, network-attachedstorage,direct-attachegrimary
storage,secondarystorageand backup— underthe um-
brella of a storageadministratoror administrationteam.
Storageadministratorsmust manageperformance(max-
imize throughputand minimize responsdime), manage
storageanfrastructureresilientto failure,andmanagescal-
ability thatgrows without downtime or redesign.

Among the several stratgjies to improve storagese-
curity, the highestmanagementostsare associatedvith
backup.especiallyasmachineshare becomemore mobile
anddif cult to track[20]. Evenin the casewherethe stor
ageis centrallylocated,a mistale in backupprocedurem-
poseammediatecostsin the form of lost data. Someavhat
lessetmanagementostsexist in the initial deploymentof
theothertechniqueshowever, they canbeamortizedacross
theentirelifetime of thedeployment.Oncesetup, mostof
thesetechniqueswill generallycontinueto function with-
out additionalmanagementostsuntil suchtime asa fail-
ure occurs—aftemhich the costsimposedare well worth
theinitial investment.

4. Casestudy: storageprotection designfor
NCSA

As computepower hasincreasedat NCSA, so hasthe
correspondingnassstoragesystem[1 2]. While storage
protectionagainstreliability failuresusingbackupandre-
dundang solutions has beenthe primary focus, a new
threathasemegedfrom InternetattacksagainstHigh Per
formanceComputing(HPC) Centersduring Spring 2004.
NCSA reportedintrusionson its supercomputinglusters
but theseintrusionsdid notresultin thelossof data.

In aworsecasescenariothescienti c communityusing
high performance&eomputinghaspetabytedatasetshatare
atrisk. Thesescienti ¢ datasetdall into one or more of
thesecategories: (1) oneof akind, developedoverdecades
of researchy2) not independentthe datasetst together
uniguelysuchthat the lossof one datasehaswidespread
effects;and(3) benchmarksif onedatasetvereto be cor-



ruptedandusedunknawvingly by a scienti c communityit
would make all subsequentesearchiesultssuspect.

4.1. Storageervironment

NCSA supportdarge scalescienti c computing. As a
result, the storageernvironmentmustdeal with large data
setsand high performancerequirements. |t is infeasible
to deploy a storagesystemmeetingboth the performance
andthe capacityrequirementst once. Therefore the stor
ageernvironmentcanbe partitionedinto two ervironments:
high-performancestorageintendedto supportshort and
mediumterm persistenceequirementf scienti c com-
puting jobs, anda massstoragesystemintendedto supply
large quantitiesof long term storage. Figure 5 shows the
basiclayoutof a portionof NCSAs storageervironment.

Storage Node Disk
104 Nodes 140TB
HSM
[GigE | Disk Cache
35TB

Tape Library
1PB

72

Compute Node
1280 Nodes

Figure 5. Logical diagram of stora ge environ-
ment

Eachsupercomputeat NCSA hasits own performance
storagesystem. Ratherthan describethe ernvironment
of every supercomputemwe take Tungsten,currently the
largestclustermachineat NCSA, as an example system.
Tungstenis a IA32 Linux cluster with 1280dual proces-
sorcomputenodes.Supportinghe computenodesare 104
storagesenersrunningthe Lustre[24] cluster le system.
In total, they provide 140TB of disk spaceto be usedas
scratchspace.Individually, eachstoragesener is capable
of providing 40 MB/sec of bandwidthto the disks,with a
total availablebandwidthof 11.1GB/sec.

Typical workloadsfor the systemis massve readsand
writes. Whena scienti ¢ computingjob starts,every node
associatedvith the job will attemptto readin its initial
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datasesimultaneously After the job runsfor a while, it

will needto write out a partial result. At thattime, every
nodeassociatedvith the job will simultaneouslhattempt
to write out its state. Typically, jobs cannotcontinueun-
til the 1O operationsarecomplete so providing maximum
bandwidthis the ultimateconcern.

Beinga clustersystem;Tungsteris built from commod-
ity components. Although the quality and reliability of
eachindividual componenis satishctory the large num-
ber of componentensureghat somefailureswill occur
Somelevel of redundany is built into the system,but as
thesystemis intendedor scratchuse fail stopandfailsafe
conditionsarent disastrousalthoughtheassociatedown-
timeis still undesirable.

Themassstoragesystemis auni ed systenmwhichall of
the machinesat NCSA share. It providesarchial storage
for all of the NCSAs high-performance&omputingusers,
aswell asproviding storagefor the datasetshatarein ac-
tive use. Giventhe large datarequirementsit is necessary
to usea hierarchicaktoragemanagerThebulk of the stor
ageis provided by aboutl petabyteof tape(LTO2), with
35 TB of disk actingasa cache.Giventhatthis is perma-
nentstorageeach le is duplicatedwithin the system,so
thatthefailure of any onetapewill notcausdossof data.
Although tapeshave beenlost, the systemhasnever lost
data.

Accessto the massstoragesystemis throughan FTP
interface. All transfersarewhole le, andlargerlatencies
(averagingin the secondspeakingin the minutes)areal-
lowed. High performanceisersareencouragedo prefetch

les to avoid theselatencies.The systemis notintendedo
nor requiredto be high performance—its not in generala
bottlenecko site performance.

Someavhat unusualfor a storagesystemis the mix of
trafc. Thereadto write ratio is about.3; therearemore
writesthanreads.This inversescenariampliesthatmuch
datais writtento tapewhich is neverreadagain.Addition-
ally, lack of quotasencouragesisersto keepeverything.
As aresult,storageauseis growing atabout2 TB/week,and
is accelerating.

4.2. Con dentiality

Cryptographyis the mostdirectmeansf improving the
con dentiality of a system. Given that the authentication
and metadatecontrol are effective, encryptionof the data
can provide protectionagainstunauthorizedreads. The
con dentiality of dataat NCSA is not generallycritical,
however for a corporate military, or grid computingervi-
ronmentcon dentiality guaranteemaybenecessary

To provide on-diskencryptionfor the high performance
systemwould requireproviding extra processingpower to
performthecryptographioperationsA singleP42.1GHz



cando AES in software at a rate of 50 MB/s [8]. Ded-
icatedhardware can easily hit 200 MB/s or greater even
with inexpensve (50 dollar FPGA) parts. Given that the
write bandwidthof individual storagenodeson Tungsten
is 40 MB/s, it is feasibleto encryptall dataon disk. Sup-
portfor the additionalmetadatavould have to be addecdto
Lustre,but this too seemgeasonableOn-wire encryption
would imposean additionalload on the computenodes.
However, sincetypically the IO causeghe computenodes
to stall, it may be possibleto supportthe additionalcom-
putationalload without reducingthe performanceof user
jobs. Ideally, supportfor the cryptographywould be im-
plementedat the network interfaceto minimize useof the
systembus. As Tungstenusesgigabit ethernetto access
its storagenodeseitherpurchasingietwork interfaceswith
cryptographi@cceleratiomr designingsuchcardsassemi-
customhardwarewould befeasible. Thiswould notbefea-
sible if Tungstenuseda proprietaryinterconnectsuchas
Myrinet, to communicatevith the disk. In suchacasepn-
wire encryptionwould probablyreduceperformanceome-
what. Eitherway, allowing anencryptedle systemasan
option, sothatuserscanchooseto encrypt les if they re-
quirethe protection,or notif they would preferthe perfor
mance seemgshe mostreasonablehoice.

Providing encryptionfor the massstoragesystemwould
be relatively cheapand reasonable.Although additional
hardware would be requiredto provide for the crypto-
graphicoperationsit is lessthanwhat is neededfor the
high-performancesystems. Additionally, the centralized
natureof the storagesystemwould simplify the manage-
mentof cryptographianetadata.

4.3. Integrity

Integrity can be provided by tamperproo ng, im-
mutability, andredundang. Tamperproo ng imposessim-
ilar overheadsas cryptography and thereforehas similar
feasibility and implementatiorpossibilities. For both the
high performanceand massstoragedomains,it is feasi-
ble. For massstorageespecially tamperproo ng may be
very desirable Purposefutorruptionof datasets,if unde-
tectedwill corruptresultingcomputationsandcanspread
throughoutmary users'work. Most worrisomeis that
backupprotectionis uselessinlessvhenthecorruptionoc-
curredcanbe determinedandeventhenit maybe beyond
thebackupwindow.

Immutability canpreventthis. For obvious reasonsit
is infeasibleto make the entire high performancestorage
immutable,but critical systemles and les identi ed by
userscanbe protected The massstoragesystemhowever,
is essentiallypayingthe costalready No quotais imposed
onuserssothereis noincentiveto usergo deletearything,
andthereis no evidenceto supportthatthey do. Disallow-
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ing deleteswould mostly be aformalismto the currentbe-
havior of the system.Additionally, the growth of new data
in the systemis exponential-olddataaccountgfor only a
small portion of storageused. Finally, giventhe low per

formancerequirementsindlarge economie®f scaleavail-

able,the costof storages relatively low. Includecapacity
in the tapelibrary, the costof the storagesystemis about
onedollar pergigabyte.

4.4. Availability

Primarily, we canincreasehe availability of the system
by improving the availability of the hardware. Someclus-
ter systemsat NCSA are alreadyimplementedwith high
availability hardware; while Tungstenis not heavily re-
dundantasthesesystemsthe ability of Lustreto support
somefailover canbe leveragedto eliminatesingle points
of failure. Exceptfor the immediatemoment-to-moment
usabilityof the systemthe high performancestoragds too
ephemerahndtoo volatile to botherwith othertechniques.

The massstoragealreadyhas high availability—-it has
never lost a le. The tapelibrary supportssufcient re-
dundang to eliminateit asa worrisomepoint of failure.
Thedisk cachen front of it is of morea concernhowever,
asit usesRAID-3, it is unlikely to fail.

The largestavailability concerngelateto lossandcor
ruption; thatis, permanentoss of availability. Betterin-
tegrity guaranteewill, asa sideeffect, eliminateany such
potential. Of secondaryconcernis occasionalateng is-
sues.While the averagelateng is acceptablepn the order
of 30secondspeakiatenciexanexceedanhour. Although
it is uncertainto usatthis time the speci c cause®f these
peaklatencies,in the long term, a move away from tape
andtowardsspinningdisk maybe feasible[6].

4.5. Remarks

The storageenvironmentat NCSA is divided into two
sub-ewrironments,the high-performanceystemsand the
massstoragesystem.Both arelarge andheavily used,but
have unique characteristics. The high-performancesys-
temsare volatile, and cannotstandperformancedegrada-
tion. The massstoragesystem,on the otherhand,is char
acterizedsimply by beinglarge—orera petabyte.

Giventhesdlifferencesthey mustbetreatedifferently.
Thehigh-performanceystemsanbeprotectedwith cryp-
tographyif additionalhardwareis used. However, letting
usersdisablethe cryptographyfor their particularjobs is
desirable—-moastsersat NCSAarenotconcernedvith con-
dentiality but solelywith performance.Tampefproo ng
doesnotprovide mary bene tsto HPC,althoughit is tech-
nically feasible.Immutability is not possiblenoris secret
sharing,asbothtechniquesreill-suited to write-intensve



applications.The samevolatility which makesimmutabil-
ity impossiblealsomakesbackupandversioningdif cult.
Finally, the high-performanceystemsalreadyincorporate
someelemenbf redundany, providing suf cient availabil-
ity for currentpurposes.Our recommendatiotis to leave
the high-performancesystemsas they are, as they meet
currentneeds. An exceptionwould be ary grid and util-
ity computing—theincreasedcon dentiality requirements
of sharedresourcewill requireadditionalprotectionand
necessitatehanges.

The massstoragesystemcan also be protectedwith
cryptography—engmpt on-diskis possiblewithout ary spe-
cial hardware,while encrypton-wire would requirehard-
ware acceleratiorfor the clients. Tampefproo ng would
be both feasibleand desirable however it is subsumedy
immutability. Currentlythe systemis alreadypayingthe
costsof immutability by the natureof its use—formalizing
a policy of immutability would provide strongerguaran-
teesof integrity for free. Finally, the availability of the
massstoragesystemcould be improvedin termsof qual-
ity of performance—occasionaltiie lateng of the system
is high. To improvetheavailability of datain themassstor
agesystemwe proposeexamininglarge disk arraysasan
alternatveto muchor all of thetape.

5. Conclusions

In this paperwe have summarizedhe currentstateof
theartof the four primary storageprotectionsolutions:(1)
cryptography(2) immutableandtamperproof storage(3)
backupandversioning,and(4) redundang. Dependingon
the ervironmentunderconsiderationgachof thesesolu-
tionsmaybeappropriate For example,at NCSA, for HPC
storagecryptographictechniquesare the mostapplicable,
althoughnot required,and for massstorageimmutability
providesthemostbene ts.

We feel thatinterestingareasof future work in storage
protectionshouldfocusonthreeareas:

1. Usability. Thesetechniquesaddcompleity to anal-
readycomplex systemandmanagemenrgrrorsby ad-
ministratorscan nullify the potentialbene ts. Addi-
tionally, if additionalburdenis pressedon to users,
they will attemptto circumventthe system.

2. Uni cation with clustes. Currentlythereare cluster
le systemsandtherearecryptographicandversion-
ing le systemslt is necessaryo actuallyimplement
sometechniquedrom securestorageinto a parallel
le system,suclasLustre.

3. Leveraging uniqueproperties.Thesetechniquesvere
designedvith generaburposestoragan mind. How-
ever, thereare mary propertiesof high performance

and massve storagesystemswhich differ from gen-
eralsystemsTakingadwantageof thedifferencesnay
allow for solutionswhich work much betterfor spe-
ci c tasks.

We hopewe have starteda discussiorof the trade-ofs in

makingstorageprotectiondecisionsespeciallyasit relates
to largeandhigh-performancénstallations.Thereis much
work to bedone.
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