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Abstract

Modernstorage systemsare responsiblefor increasing
amountsof data and the valueof the data itself is grow-
ing in importance. Several primary storage systemsolu-
tions haveemerged for the protectionof data: (1) Secure
Storage throughCryptography, (2) BackupandVersioning
Systems,(3) ImmutableandTamper-ProofStorage, and(4)
RedundantStorage. Using resultsfrom publishedstudies,
wecompare thesefour solutionsagainstdifferent require-
mentshighlightingtrade-offsin performance, space, attack
resistance, andcost.Wealsopresenta casestudyof apply-
ing thesesolutionsbasedon designwork at NCSA.Lastly,
we concludethat while different storage protectionsolu-
tionsmaybe appropriate for different requirements,some
general conclusionscan be madeabout current state-of-
the-art storage protectionsolutionsas well as directions
for future research.

1. Intr oduction

The potentialfor loss,corruption,and leakageof data
in a storagesystemis of greatconcern. Data is the criti-
cal elementof an organizationalprocesses.Without data
to work with, thecomputationalresourcespoweringmod-
ernactivity areuseless[31]. Worseyetwould becomputa-
tionsperformedwith corrupteddata.Also unacceptableis
thedisclosureof sensitive informationto accidentsor ma-
licious attackswith new legal liabilities and the ultimate
damageto organizationalreputation.

Theearliestwork in securingdatafocusedon thephysi-
calsecurityof thedata.Guards,lockeddoors,andcameras
did muchto deterattackersin theearlydaysof computing.
Later, remoteaccessandinter-networkingrequiredsecurity
to bemovedto thesystemlevel. Operatingsystems,pass-
words,�re walls,andintrusiondetectionsystemsattemptto
effect securityin thenetworksandcomputersthemselves.

However, while bothgoodphysicalsecurityandgoodsys-
temsecurityarenecessaryto protectdata,alonethey arein-
adequate.An insiderattackwith accessprivilegeswill �nd
few obstaclesto datadestructionwhile a determinedmali-
ciousoutsiderwill beobstructedby little more.Giventhis
evolution, the focusof protectionmustshift toward data-
centricsolutions,with thestoragesystemitself at thecen-
ter.

Theprimarygoalof storagesecurityis to insuretheCIA
properties: con�dentiality, integrity, and availability. To
do so,a varietyof techniquesareavailable.Cryptographic
techniquescan do much towardsensuringcon�dentiality
andintegrity. Backupandversioningenhancetheavailabil-
ity andintegrity of data.Tamper-proo�ng andimmutability
effectstrongguaranteeson integrity. Redundancy provides
betteravailability. Varying in strengthsand weaknesses,
thesetechniques,appliedcorrectly, canprovide a secure,
well performingstoragesystem.Applied incorrectly, they
caneasilyleadto a costly, slow systemwith a falsesense
of security.

In this paper, we highlight the trade-offs for protecting
storagesystemsusingdifferentsolutionsin orderto deter-
mine which solutionsare appropriateunderdifferent cir-
cumstances.The remainderof this paperis organizedas
follows: Section2 providesbrief overviewsof thedifferent
storageprotectionsolutions.Section3 comparesthediffer-
entsolutionsagainsteachotherusingdataavailablein the
literature.Section4 is casestudybasedon storageprotec-
tion designwork at NCSA. We endin Section5 with gen-
eralconclusionsaswell asdirectionsfor futureresearch.

2. Summary of storageprotectionsolutions

2.1. Cryptography

Storagesolutionsthatemploy cryptographyareprimar-
ily designedto insuredatacon�dentiality throughthe use
of strongencryption. Thus, given propercontrol of the
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decryptionkeys, only authorizeduserscangain accessto
speci�c data,and a breachof the storagesystemreveals
nothingto an attacker. Suchsecurityis clearly bene�cial
and often times necessary, but it comeswith a two-fold
cost manifestedin performancepenaltiesassociatedwith
dataaccessand the additionaloverheadof key manage-
ment.Cryptographicstoragesystemsdiffer in theway that
they handletheseaddedcosts. Sincecryptographicoper-
ationsare computationallyexpensive and time intensive,
somesystemsof�oad thecostto clientmachinesratherthan
concentratingthe loadon thestoragesystemitself. Addi-
tionally, somedesignsrely on a centralized,trustedserver
to managecryptographickeyswhile othersrequireusersto
distributeandrevoketheir own keys.

It shouldbe notedthat cryptographicstoragesystems
arenot, by themselves,designedfor availability. Without
incorporatingtheminto a largerstoragesolution,they are
oftensusceptibleto denialof serviceanddeletionattacks.
Any destructionof dataor a successfulcompromiseof the
storageserver canpreventanauthorizeduserfrom access-
ing data,kbut the attacker will not be ableto recover the
dataitself asit is encryptedondisk. PASIS [34], described
in moredetail later, providesa methodto ensureavailabil-
ity, makingit anexceptionto this rule.

Performancewithin a cryptographicstoragesystemis
largely dependenton the type of cryptographyemployed.
Cryptographicoperationscan easily dominateaccessla-
tency, andasa result the choiceof cryptographicscheme
is one of the most major determiningfactors in perfor-
mance.Olderciphers,especiallyDESand3-DES,canbe
prohibitively expensive. Newer ciphers,suchasAES, are
easierto implementef�ciently , and can allow much bet-
ter performance,especiallyif dedicatedhardwareis used
to of�oad thecryptographicoperations.In theabsenceof
cryptographicoperations,mostsystemsperformcompara-
bly to the underlying�le systemwhich they employ. To
demonstratethe signi�cance of cryptographicoperations,
Table1 offersaperformancecomparisonof selectsystems.

The TransparentCryptographicFile System[3] and
NCryptFS[33] aretwo examplesof �le systemlevel sys-
temsthat performall cryptographicoperationswithin the
operatingsystemprior to writing datato disk. Botharede-
signedto be layeredon top of another�le system,such
as NFS. As an applicationrequestsdata it is �rst trans-
ferredfrom thestorageserver to theclient machines.The
client machineis then responsiblefor decryptionbefore
the datais transferredto the application. Similarly, data
to be written is �rst encryptedby the client machineand
thentransferredto thestorageserver. Theresultis that the
server never handlesunencrypteddata.Theonly time that
datais in plaintext form is while it is in useby the appli-
cation. However, thesesystemshave cryptographickeys
thatarelocalizedto individualmachines,soany datashar-

ing requiresthe �le owner to manuallydistribute the ap-
propriatekeys. This can becomeunwieldy to managein
largerstorageenvironments.Additionally, key revocation
in TCFSrequiresthat �les be re-encryptedandnew keys
distributed,while NCryptFSreliesona cumbersometime-
out threshold,forcing usersto periodicallyre-authenticate
themselvesduringoperations.

Similar to the �le systemsolutions,PLUTUS [15] and
SiRiUS [11] implementa cryptographicstoragesystem
over a standardremote�le system. The work of encryp-
tion, decryption,andsigningis doneonthehosts,allowing
a scalability that is not possiblewith a centralizedserver.
A systemdaemoninterceptsall �le systemaccesscallsand
routesthemthroughtheappropriateencryption/decryption
operations.Thesesystemsdiffer from thoselike TCFSin
that they are not directly embeddedwithin the operating
system,offering a wider rangeof key management.File
ownersarestill requiredto manuallydistributekeys to ad-
ditional users,however, the keys that actuallyencryptthe
dataare embeddedwithin a key managementsystemlo-
catedonthestorageserver. Figure1 showsthearrangement
of keys in PLUTUS. Separatekey-systemkeys and �le-
signingkeys areusedto control accessto the lower level
datakeys. This allows revoking a userto occur by only
changingkeys at the managementlevel, preventing large
amountsof re-encryption.Additionally, PLUTUSemploys
a key rotationschemethatautomatesthekey management
processandlimits the amountof individual usermanage-
ment.

Figure 1. PLUTUS key system

As analternative solution,PASIS [34] usesa threshold
secretsharingmechanismto separatedataamongseveral
serversbasedon theassumptionof independentfailures.If
fewerserversthancon�gurablethresholdsfail, nodataloss
or leakagecanresult.Clientsareableto corruptdatawhich
they are authorizedto write to, however, PASIS records
which client initiates a particularoperation,allowing the
sourceof any corruptionto betraced.Somelargedisadvan-
tagesto PASIS,however, includelow readandwrite perfor-
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Table 1. Comparison of perf ormance of diff erent systems with diff erent cryptographic methods. Note
that the perf ormance results were derived from unrelated studies of individual systems [3, 15] and
cannot be used for a direct comparison.

StorageSystem SequentialRead SequentialWrite
OpenAFS 1.28s 1.57s

PLUTUSw/o crypto 1.39s 1.59s
PLUTUSDES 4.58s 4.27s

PLUTUS3-DES 7.84s 7.92s

NFS 2.26s 1.39s
TCFSw/o crypto 2.46s 2.78s

TCFSw/trivial crypto 4.04s 9.05s
TCFS3-DES 4.27s 15.92s

mancedueto excessnetwork traf�c, andthesusceptibility
to coordinatedattacksanddependentserver failures.

2.2. Tamper­proo�ng and immutability

Tamper-proo�ng and immutability are two techniques
to improvetheintegrity of data.Tamper-proo�ng provides
only integrity guarantees[14]. The purposeof tamper-
proo�ng is to detectif modi�cations have occurred.Gen-
erally cryptographichashingor signing is usedto effect
tamper-proo�ng. Immutability, ontheotherhand,provides
bothintegrity guaranteesandimprovementsin availability,
by ensuringthatoncewritten, datacannotbe overwritten.
Enforcementof this propertycanbe donein software,by
thehardware,or bedueto thephysicalnatureof themedia
itself.

2.2.1. Tamper-proo�ng . It would seem that im-
mutability subsumestamper-proo�ng. Consider, however,
a tamper-proof digital securitycamera.The cameraadds
a cryptographicsignatureto its images. If the images
are later used in court, there can be no doubting their
authenticity; the camera hardware signs only what it
captures, and modi�cations become readily apparent.
Supposeinsteadthattheimageswererecordedto a CD-R.
To modify the imagesone needsmerely to save their
work to anotherCD-R, anddestroy the original. Without
tamper-proo�ng, this would go undetected.At the same
time,atamper-proofsecuritylog doeslittle goodif deleted.
Immutabilityandtamper-proo�ng �ll differentroles.

Figure 2 illustrates the relationshipbetweentamper-
resistant,immutable,andcryptographicsystems.Tamper-
resistantsystemsuse cryptographyto provide integrity
[14], while somecryptographicsystemsprovideonly con-
�dentiality [33]. Sometamper-resistanttechniquespro-
vide software immutability, but otherssuchas TCFS do
not. Hardwareandmedia-enforcedimmutability oftendo
not provide themetadataprotectionnecessaryfor tamper-
proo�ng.

Figure 2. Relationship between tamper ­
resistant and imm utab le techniques

Cryptographicsystemsmay provide tamper-proo�ng
in addition to con�dentiality [34, 3, 15, 11]. Content-
addressablestoragesystems[9, 10] inherently include
tamper-proo�ng. Two generaltechniquesexist: crypto-
graphichashesandcryptographicsignatures.In a hashing
system,a summaryof the datais madewith a hashfunc-
tion. If a copy of this hashis retained,onecanverify that
thedataremainsunchanged.Cryptographicsignaturesgen-
erateadditionalinformationcertifying that thesigner“ap-
proves”of thedata.Thissignatureservesthesamepurpose
asa hash. The signaturecanbe checked by anyone,but
cannotbeforged.Thereforemodi�ed datacanbedetected.

Another axis along which to classify tamper-resistant
systemsis the dataprotectedby the systems:metadata,
suchasa full �le pathname,or theend-dataitself. Protect-
ing themetadatayieldsasomewhatdifferentform of secu-
rity: assurancethat the pathmeetscertaincharacteristics,
andthereforethatthedatabeingretrievedis correct.Thisis
particularlyusefulfor systemsusingbothtamper-resistant
andimmutabletechniques.Theveri�cation overheadis re-
duced,aslessdatamustbechecked;particularlyfor large
�les. Furthermore,suchsystemscanoffer strongguaran-
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teesthat if the path,addresspair is correct,thenthe data
hasnotchangedsinceretrieval. In contrast,in highly repli-
catedor decentralizedsystems,including suf�cient infor-
mationto validatethecompletepathmaybecomeconsid-
erablymoreexpensive thanprotectingdataalone.Thusin
general,centralizedsystemsand content-distribution net-
works incorporatemetadataprotection,as in SFS,while
decentralizedsystemssuchasPASISrely onfragmentation
andreplication.Oceanstoreis anexception.

2.2.2. Immutability . Immutability refers to the prop-
erty, which, onceappliedor given to an object,prohibits
any subsequentchangesto thatobject. In �le systems,im-
mutability refers to preventing any changesor modi�ca-
tionsto thecontentsof the�le. [13]

Severaldifferentstrategieshavebeenusedto createim-
mutablestorage.[30] classifyimmutablestorageinto three
majorcategories:

� PhysicalWORM technologyor P-WORM

� EmbeddedWORM technologyor E-WORM

� SoftwareWORM technologyor S-WORM

P-WORM or the physicalstoragetechnologiesinclude
mediathatis by natureimmutableandunchangeable.Both
optical andmagneto-opticalmediaareusedto implement
P-WORM. Among these,optical disksaremore popular.
ExamplesincludeCD-R andDVD-R. Also, optical juke-
boxesareusedwhich combineseveral optical driveswith
multiple WORM disks. Capacitiesof optical WORM de-
vices rangefrom several hundredsof Megabytesto sev-
eralGigabytesin recentUltra DensityOptical(UDO) disks
[21]. Magnetoopticaldisk storageoperateson theprinci-
pal of changesto themagneticpropertiesof certainmedia
atparticulartemperatures.It hastheadvantageoverOptical
WORMbecauseit toleratesmechanicaldamagesto theme-
dia far betterthanopticaldisks. Readingoccursat speeds
of magneticdisks. Currently available Magneto-optical
diskshavecapacitiesupto 9 GB.Thegreatestadvantageof
P-WORM technologyis its widespreadadoptionby differ-
entvendors.Similarly, magneto-opticaldisksareavailable
from differentvendors.Themassmarketing,researchand
developmentinto P- WORM have also loweredits price,
comparedto otherWORM technologies.Themajorprob-
lemwith OpticalP-WORM devicesis thatwrite operations
areextremelyslow whencomparedto theirmagneticcoun-
terparts.Also, thecapacityof eachphysicalmediais rel-
atively small. Finally, managementof a large numberof
mediadisksprovesto beabig problem.

In embeddedWORM or E-WORM, device driver and
�rmw arework togetherto implementan immutablestor-
agesystem. Many large storagevendorshave comeup
with proprietarystoragesolutionsincorporatingE-WORM.

Both magnetictapesanddisksareusedin thesesolutions.
MagnetictapeWORM usesa combinationof tapestorage
and�rmw arebasedprotection.Commonlyusedtapeis not
usuallywrite- protected,so this requiresspecializedtape
driveswith embeddedwrite protectionmechanism.Mag-
neticdiskWORM usesthedisk �rmw areto addprotection
mechanismto magneticdisks. Tape libraries are some-
what similar in natureto the optical juke boxescombin-
ing multiple WORM tapes. The EMC product Centera
[9] andtheNetwork ApplianceproductNetStore/Snaplock
[19] are two examplesof embeddedWORM technology
basedon hybrid �rmw are/softwareapproach. E-WORM
deviceshavelargerstoragespaceavailablepertapeor mag-
neticdisk. Also, fasterwrite operationsareperformedthan
with opticalmedia.Thecostis comparatively small.How-
ever, magneticmediais proneto problemsrelatedto phys-
ical damage.WORM tapesarenot recognizedor usable
with non-WORM devices. Also, magnetictapeWORMs
allow only sequentialread/writesbut not any randomac-
cessto thecontents.Finally, intruderswith physicalaccess
to magneticWORM tapecandamagethetapeanddestroy
thecontents

user

unchangeable
digital object

changeable
digital object

allow read
disallow write

allow read
allow write

OS
immutable

flag?
yes no

Figure 3. S­WORM architecture

The �nal category in immutable storageis software
WORM or S-WORM (see Figure 3). Here, the oper-
ating systemprovides protectionusing mechanismslike
capability-basedschemesor modi�ed �le systems.For ex-
ample,Unix providesa mechanismfor indicatingsystem
�les anddirectoriesimmutable.Systemutilities like chattr
andlsattrcanbeusedto settheimmutability �ag andren-
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dera�le impossibleto modify evenwith rootaccess.How-
ever, any malicioususergainingroot level accesscancir-
cumventthisprotection.Linux IntrusionDetectionSystem
(LIDS) [16] providesimmutabilityby enablingmany of the
all-powerful rootprivilegesto berevoked.Therefore,anin-
truderwhohasgainedrootprivilegescannotperformmany
activities usedfor exploiting the machine.LIDS alsocan
preventrootkits thatuseLinux KernelModules(LKM), by
allowingonly loadingof LKMs until thekernelis sealedby
LIDS. In additionto these,LIDS canenforceaccesscontrol
list or ACLs on �le systemobjects.A problemwith using
LIDS is that,all theabove featuresareimplementedusing
theLinux VFS.An intrudercanstill modify or deletea �le
by using the raw disk interface,circumventingthe ACLs
enforcedby LIDS. To solve this, LIDS canbeusedto dis-
ablethe capabilityCAPSYS RAWIO, preventingany raw
accessto storagedevices.A majoradvantageof software-
basedWORM technologyis that it is simpleto implement
andintegratewith existingoperatingsystems.Ontheother
hand,all thesesolutionsdependon the�le systemcodeto
incorporatesecurity. Anyonewith rootprivilegescouldby-
passthe �le systemandaccessthe physicalmedia. Also,
intruderswho gainsroot accessto a systemhave almost
completecontrol over memoryand can bypassany soft-
warebasedimmutabilitymechanism.

Table 2 shows a comparisonof the different WORM
techniquesavailable. The main issuesand challengesin
achieving immutablestoragearecapacity, datathroughput,
managementoverhead,cost and security. Magnetictape
is the cheapest,andhashigh capacities.However, it has
slower datathroughput,andmanagementoverhead.Opti-
cal jukeboxeshave mediumcapacities,but arevery costly.
Magneticdisk basedWORMs arefast,andhave high ca-
pacities.But securityis a problemwith suchdevices. OS
basedtechniquesprovide thebestperformanceandcapac-
ities, but areproneto securityproblems. In view of this,
a hybrid approachbasedon S-WORM and�rmw arebased
techniquesseemto bethebestsolutionfor immutablestor-
age.

2.3. Backup and versioning (time dimension)

Backupand versioningtechnologyimprove the avail-
ability andintegrity of datain thetime dimension.Backup
providesa snapshotof apastsystemstate.Modernbackup
solutionsoperatewith constrainedspaceand low system
overhead,but requiremanagementcon�gurationandleave
largetime spansof unprotecteddata. Versioningprovides
amorecontinuousdataview but involveshigheroverheads
andgreaterspacerequirements.

Modernbackupsystemsarequitemature[5]. Sincethe
work of theAmandaproject[25], effort hasfocusedonim-
proving backupmanagement.A modernbackupsystem,

suchasLegatoNetworker or Tivoli, usuallyhasa number
of backupclients. Theseclientsare individual serversor
workstations.Softwareon theclientssendsdatato a cen-
tral backupserver. This server hasa quantity of disk to
accumulatebackupdata.Oncesuf�cient datahasbeenac-
cumulated,it is written off to tape. Meta-dataaboutthe
backupsis kepton-diskfor ef�ciency. A newer re�nement
of this processis to replacethetapewith disk arrays.This
disk-to-diskbackup,madepossibleby the falling costof
disk drives,improvesperformance,especiallyfor restores.
However, tapeis still thecheapestmediafor bulk backup,
especiallygiven it' s low power costs. Massive Arrays of
Idle Disks [6], or MAID, examinesthe potentialof idling
many of thesedisks to save power. Power usagecan be
reducedby 90% with only marginal reductionsin perfor-
mancecomparedto an active array. Recentwork hasfo-
cusedon managingmobile hostsandprioritizing backup
basedon organizationor economicvalue[20]. Thepreva-
lenceof laptopsin modernenterpriseenvironmentsreduces
the effectiveness(seeFigure 4) of backupmanagement
software,andnecessitatesdifferentstrategies.

Figure 4. Effectiveness of backup as a func­
tion of mobility .

Notableversioning�le systemsincludeS4[28], theRe-
pairableFile Service(RFS)[35], andtheElephant�le sys-
tem [23]. S4 and RFS are both comprehensive version-
ing systems—allwrites are loggedup to a speci�ed age.
S4[28] operatesundertheassumptionthatthehostsystem
is untrustworthy. Every write up to the ageof the detec-
tion window is maintained.An administrativeinterfacecan
betunneledthroughthehostsystem,usingstrongcryptog-
raphy to defeata potentially compromisedhost. Studies
of daily write traf�c show that total versioningis reason-
ablegivenusualdisk capacities.RFS[35] extendstheS4
conceptto includelogging to isolatedamagecausedby a
maliciousmodi�cation. Given the identi�cation of a ma-
licious process,RFSusesa dependency treeof operations
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Table 2. Comparison of imm utab le techniques

CD/DVD-R OpticalJukebox Tape Disk Unix FSTools OSTechniques
Cost/MB High VeryHigh VeryLow Medium Medium Medium
Capacity Low Medium VeryHigh High High High
Speed Low Low VeryLow High High High
Security High High Medium/Low Medium VeryLow Low
ManagementOverhead High Medium High/Medium Low Low Low

to automaticallyidentify a recovery state. The Elephant
�le system[23] keeps“landmark” versions,representative
of the �le systemstateat increasingintervals in time. In-
dividual �les may be assigneddifferentversioninglevels:
noversioning,completeversioning,windowedversioning,
or landmarkversioning.While this is goodfor accidental
modi�cations or deletions,landmarkversioningis insuf�-
cientto protectagainstamaliciousattacker.

2.4. Redundancy(spacedimension)

Redundancy improvesavailability and integrity in the
spacedimension- datais replicatedin differentspaceso
it canberecoveredinstantly. Thebestexampleof storage
systemredundancy is RAID [4]. Either throughmirror-
ing (RAID 1), parity (RAID 5), or error-correctingcodes
(RAID 3), RAID canrecover from hardwarefailures.

Erasurecodes[12] areanotherimportantstoragesystem
protectiontechniquebasedon redundancy. Erasurecodes
allow a more�e xible allotmentbetweenfailure resistance
andspaceusagethanordinaryparity or mirroring. On the
otherhand,erasurecodesarecomputationallyexpensive,
imposinglargepenaltiesonwrite performance.

Doublefailuresarenotuncommondueto commonenvi-
ronmentalconditionsor maliciousattack.To survive dou-
blefailures,aredundancy techniquesuchasRow-Diagonal
Parity [7] maybeused.Datalossfrom doublefailuresgen-
erally comesfrom thefailureof individual blockson other
disksduringtherebuild of afaileddisk. Thesefailedblocks
which couldordinarily bescrubbedareexposedunderthe
stressfulconditionsof anarrayrebuild. Row-diagonalpar-
ity keepstwo units of parity informationratherthanone.
This additionalparity informationis alignedsuchthatany
two disk failure can be recovered. Write performanceis
somewhat worse than RAID-5, but read performanceis
equivalent.

Somedatais of coursemoreimportantthanotherdata.
D-GRAID [26] recognizesthis. D-GRAID usesthe extra
free spacegenerallyavailable in a disk array to storead-
ditional copiesof more critical data,suchas �le-system
metadata.Underfailure,D-GRAID allows themajority of
processesto completeeventhoughdatathey requiremaybe
missing. Additionally, theextra copiesof commonlyread

datacanimprove performance.This automaticbalancing
betweenreplicationlevels is the key idea of the HP Au-
toRAID [29] system. AutoRAID putsnewly written data
in a RAID-1 style redundancy pattern. As spaceis �lled,
older, unaccesseddatais movedto a moreef�cient RAID-
5 style redundancy. This allows betterstorageef�ciency
without sacri�cing performance.Additionally, thesystem
is self-tuning,not requiringadministrativeoverhead.

3. Meta-data comparison

Existing literatureprovidesplentyof statisticsasto the
propertiesof thesevarioustechniques.However, it is scat-
tered throughoutthe papersdescribingeachtechnology.
Additionally, thereis little direct comparisonacrossgen-
eral techniques.Thereforewe �nd it necessaryto provide
ameta-datacomparisonof all of thetechniques.

3.1. Performance

Of primary concernis performance.Regardlessof se-
curity, a systemthatdoesnot meetnecessaryperformance
levels is of little use. Generally, performanceis measured
in termsof CPUoverhead,latency, andnetworkbandwidth.

For cryptography, the primary cost is CPU overhead.
However, dependingon how the cryptographyis imple-
mented,the magnitudeof the costscanvary greatly. One
importantfactor is the choiceof cipher. 3DEScanresult
in throughputaslow as10MB/sec,while Blow�sh canap-
proach53 MB/sec[32]. Performancecomparisonsof dif-
ferentcipherscanbe found in [8, 27, 18]. The new AES
cipher, Rijndael,canbe very high performingif properly
implemented.On theotherhand,publickey cryptographic
operations,critical in many digital signaturealgorithms,
areamongthe slowest. Even so, modernprocessorscan
perform suchoperationsin millisecondtimes. Addition-
ally, mostprivatekey ciphersarewell suitedto implemen-
tation in hardware, with inexpensive FPGAsand ASICs
supportingmulti-megabytepersecondperformance[17]

Tamper-proo�ng imposessimilaroverheadsascryptog-
raphy, but lesserin magnitude,ashashingandsignatureal-
gorithmstendto beratheref�cient. Sinceindividualclients
will tendto wantto verify dataontheirown, theloadcanbe
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Table 3. Comparison matrix
Con�dentiality Integrity Availability Cost

Encryption High Medium None CPU
SecretSharing High High High CPU,Latency
Tamper-Proo�ng None High None CPU
Immutability None High High Latency, Space
Backup None Medium Medium Bandwidth,Space
Versioning None Medium High Space
RAID None Low Medium Space

easilyspreadoutamongmany machines,without leaving a
singlebottleneck.

Immutability, backup,andredundancy imposerelatively
smallperformanceoverheads.Opticalandtapemediacan
limit thestoragebandwidthin immutablestoragesystems–
thiscanbeovercomeby usingdisk-basedsystems.Backup
is not particularlyperformancesensitive, althoughbottle-
necksmay exist in tapeandnetwork bandwidth. Redun-
dancy generallyprovides performanceimprovements,if
theadditionaldatacanbe usedto provide bene�ts to read
performance.Penaltiesaregenerallypaid in write perfor-
mance,but thesepenaltiesagainarewell understood[4].

3.2. Space

Cryptographicand tamper-proof systemsincur simi-
lar sortsof overheadin the form of additionalmetadata.
In cryptographicsystems,this is key managementdata.
Tamper-proo�ng requiresthe storageof digital signatures
andhashes,which imposesan additionalstoragecostper
�le. If integrity is managesonaper-�le basis,thisoverhead
is negligible exceptwhendealingwith many small �les. If
integrity informationis doneat a �ner -grainedlevel, then
thespaceoverheadmaybecomeburdensome–however, this
is generallya con�gurabletrade-off.

Immutability and comprehensive versioning impose
similar spaceoverheads,in that spacerequirementscon-
tinually grow. Dependingon the application,the rate of
growth canvary a lot, althoughfor many systemsit is rea-
sonable[28]. Workstationdisks typically experienceno
more than200MB a day of write traf�c, andso caneas-
ily becomprehensivelyversioned,perhapsto animmutable
system.

Redundancy achievesits gainsprimarily throughaddi-
tionalspacerequirements.However, theseadditionalspace
requirementsare generallyvery con�gurable. Standard
RAID-5 systemsrequire(n + 1) disks for n disks worth
of usablespace. Row-diagonalparity and other “RAID-
6” schemesuse(n+ 2) disks. Erasurecodesallow an ar-
bitrarily �e xible choiceof spaceoverhead,althoughwith
addedcomplexity. Finally, bothD-GRAD [26] andHPAu-
toRAID [29] imposevariableamountsof overhead,adjust-

ing to diskusagepatternsto providebetterprotectionwhen
the spaceis available. Whendisk spaceis not available,
they approachRAID-5 ef�ciency.

Finally, backupalso imposesspaceoverheads,in the
form of multiple versionsof the data. Complicatedro-
tation schemes,like the Towers Of Hanoi, can minimize
this overheadat the expenseof highermanagementcom-
plexity. Additionally, re�nementsto backupsuchas dif-
ferential and incrementalbackupscan further reducethe
overheadrequired.Properuseof backupmanagementsoft-
ware[25, 20] canreducethemanagementoverheadof more
complicatedbackuptechniques.

3.3. Resilienceto attack

It is dif�cult to measurethe strengthof securitytech-
niques. Although frameworks attemptingto do so exist
[22], they aremostly qualitative, andattemptingto assign
quantitative meaningto themseemsarbitrary. Therefore,
weattemptaqualitativecomparisonof thesecurityproper-
tiesof thedifferenttechnologies.Table3 providesa sum-
maryof our comparison.We baseour modelcomparisons
on [22].

Con�dentiality is only increasedby cryptographictech-
niques,suchas encryptionand secretsharing. However,
thesetechniquesalonecannotensuredataprotection.Each
relieson theassumptionthatthekeys necessaryto decrypt
the dataare kept con�dential. However, managementof
thesekeyscanbecentralized,andis aneasierproblemthan
securingeverysystemin anenterprise.

The integrity of a systemis mostprotectedby tamper-
proofandencryptiontechniques.RAID only providespro-
tection againsthardware failures, but is easily thwarted
by any purposefulattack. Backupandversioningprovide
someprotection,but if anattacker makesa changeto data
undertheguiseof anauthorizeduser, bothbackupandver-
sioningwill blindly backupandversionthecorrupteddata.
They do however allow the recovery of uncorrupteddata
givennon-trivial taskof detectingwhenthecorruptionoc-
curred,andhaving madeadditionalcopiesin the relevant
time period. Encryptionand tamper-proo�ng, while they
make corruptiondif�cult and detectable,can do little to
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prevent deletion. Tamper-proo�ng, while it doeslittle to
preventcorruption,will alert usersto thepresenceof cor-
ruption,in essenceallowing only deletionattacks.

Secret sharing and especially immutability provide
strongguaranteesfor integrity. Secretsharingrequiresmul-
tiple failuresof authorizationto occur. Finally, immutabil-
ity preventsmodi�cations from occurringat all, andthere-
forecompletelyprotectstheintegrity of data.

Availability, like integrity, canbe in�uences by multi-
ple techniques.Encryptioncanactually reduceavailabil-
ity, sincelossof theencryptionkeys will causetheassoci-
ateddatato be lost. BackupandRAID improve availabil-
ity moderately. A properbackupsystemwill allow data
to berecovered,however therewill bea periodof unavail-
ability while the restoreis in progress,andif the required
backupdoesfall into thebackupwindow, no recoverywill
bepossibleat all. RAID protectsagainsthardwarefailures
quitewell, but softwarefailurescanresultin theRAID sys-
temstoringincorrectdata.The incorrectdatawill bepro-
tectedagainsthardwarefailures,but it will still be incor-
rect. Secretsharing,immutability, and versioningall in-
creaseavailability. Again, secretsharingrequiresmultiple
pointsof failure for datato becomeunavailable. This can
protectagainstbothsoftwareandhardwareattacks.Theo-
retically, animmutablesystemwill never losethedatathat
is placedinto it. Finally, versioningcanactasa verycom-
pletebackupsystem.Sinceversioningis generallyon-line,
the recovery period will be very short. Sinceversioning
is often quite spaceef�cient, a large window of changes
can be kept. An attacker may make many changesto a
systemto performa denialof serviceagainstthe version-
ing system–S4[28] addressesthoseattacksby ratelimiting
changesif maliciousbehavior is detected.Together, these
qualitiesallow versioningto greatlyincreaseavailability.

It is importantto realizethatall of thesetechniquesin-
troduceadditionalcomplexity into thestoragesystem.This
complexity provides vulnerabilities–opportunitiesfor ad-
ministratorsto make con�guration mistakes,andopportu-
nities for attackers to �nd additional�a ws. Successfully
dealingwith the extra complexity is necessaryto garner
any additionalprotectionbene�tsat all.

3.4. Cost

Given that thesetechniquesareaddingfunctionality to
thestorage,therewill beadditionalcomplexity in theresul-
tantsystem.Thiscomplexity imposesoverhead,in termsof
additionalequipment,humanresources,�oorspace,power,
etc. For example,to store1 PB in a tapelibrary for a year,
onemayconsume$9,400worth of power. Underthesame
conditions,a disk array may consume$91,500worth of
power [6]. The speci�c additionalresourcesimposedcan
vary greatlyfrom techniqueto techniqueandarealsode-

pendenton thespeci�c implementationdetailsof a partic-
ularenvironment.

Although it mayseemthat theadditionalhardwareand
softwarerequiredto meetperformanceandspacerequire-
mentsdominatescost, the highestoverheadis often in-
creasedstoragemanagementcosts. Organizationsspend
signi�cantly more money managingtheir storageinfras-
tructuresthan they do acquiringand implementingtech-
nology. The root causesarethe organizationalcomplexi-
ties thatevolvedasstoragedemandsincreaseandastech-
nology grows more powerful. As a result, storageman-
agementresponsibilitiesaretypically dispersedthroughout
the enterprise,creatingcost inef�ciencies. One solution
is consolidatingstoragemanagement– storage-areanet-
works, network-attachedstorage,direct-attachedprimary
storage,secondarystorageand backup– under the um-
brella of a storageadministratoror administrationteam.
Storageadministratorsmust manageperformance(max-
imize throughputand minimize responsetime), manage
storageinfrastructureresilientto failure,andmanagescal-
ability thatgrowswithout downtimeor redesign.

Among the several strategies to improve storagese-
curity, the highestmanagementcostsare associatedwith
backup,especiallyasmachineshave becomemoremobile
anddif�cult to track[20]. Evenin thecasewherethestor-
ageis centrallylocated,amistake in backupprocedureim-
posesimmediatecostsin theform of lost data.Somewhat
lessermanagementcostsexist in the initial deploymentof
theothertechniques,however, they canbeamortizedacross
theentirelifetime of thedeployment.Oncesetup,mostof
thesetechniqueswill generallycontinueto function with-
out additionalmanagementcostsuntil suchtime asa fail-
ure occurs–afterwhich the costsimposedare well worth
theinitial investment.

4. Casestudy: storageprotection designfor
NCSA

As computepower hasincreasedat NCSA, so hasthe
correspondingmassstoragesystem[1, 2]. While storage
protectionagainstreliability failuresusingbackupandre-
dundancy solutions has been the primary focus, a new
threathasemergedfrom InternetattacksagainstHigh Per-
formanceComputing(HPC) Centersduring Spring2004.
NCSA reportedintrusionson its supercomputingclusters
but theseintrusionsdid not resultin thelossof data.

In aworsecasescenario,thescienti�c communityusing
highperformancecomputinghaspetabytedatasetsthatare
at risk. Thesescienti�c datasetsfall into oneor moreof
thesecategories:(1) oneof akind, developedoverdecades
of research;(2) not independent,the datasets�t together
uniquelysuchthat the lossof onedatasethaswidespread
effects;and(3) benchmarks,if onedatasetwereto becor-
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ruptedandusedunknowingly by a scienti�c communityit
wouldmakeall subsequentresearchresultssuspect.

4.1. Storageenvir onment

NCSA supportslarge scalescienti�c computing. As a
result, the storageenvironmentmustdealwith large data
setsand high performancerequirements.It is infeasible
to deploy a storagesystemmeetingboth the performance
andthecapacityrequirementsat once.Therefore,thestor-
ageenvironmentcanbepartitionedinto two environments:
high-performancestorageintendedto supportshort and
mediumterm persistencerequirementsof scienti�c com-
putingjobs,anda massstoragesystemintendedto supply
large quantitiesof long term storage.Figure5 shows the
basiclayoutof a portionof NCSA's storageenvironment.

140TB

GigE

Compute Nodes
1280 Nodes

Disk Cache
35 TB

1 PB
Tape Library

HSM

Storage Nodes
104 Nodes

Disk

Figure 5. Logical diagram of stora ge envir on­
ment

Eachsupercomputerat NCSA hasits own performance
storagesystem. Rather than describethe environment
of every supercomputer, we take Tungsten,currently the
largestclustermachineat NCSA, as an examplesystem.
Tungstenis a IA32 Linux cluster, with 1280dual proces-
sorcomputenodes.Supportingthecomputenodesare104
storageserversrunningtheLustre[24] cluster�le system.
In total, they provide 140TB of disk space,to be usedas
scratchspace.Individually, eachstorageserver is capable
of providing 40 MB/secof bandwidthto thedisks,with a
totalavailablebandwidthof 11.1GB/sec.

Typical workloadsfor the systemis massive readsand
writes. Whena scienti�c computingjob starts,every node
associatedwith the job will attemptto read in its initial

datasetsimultaneously. After the job runs for a while, it
will needto write out a partial result. At that time, every
nodeassociatedwith the job will simultaneouslyattempt
to write out its state. Typically, jobs cannotcontinueun-
til theIO operationsarecomplete,soproviding maximum
bandwidthis theultimateconcern.

Beingaclustersystem,Tungstenis built from commod-
ity components. Although the quality and reliability of
eachindividual componentis satisfactory, the large num-
ber of componentsensuresthat somefailureswill occur.
Somelevel of redundancy is built into the system,but as
thesystemis intendedfor scratchuse,fail stopandfailsafe
conditionsaren't disastrous,althoughtheassociateddown-
time is still undesirable.

Themassstoragesystemis auni�ed systemwhichall of
themachinesat NCSA share.It providesarchival storage
for all of the NCSA's high-performancecomputingusers,
aswell asproviding storagefor thedatasetsthatarein ac-
tive use.Giventhe largedatarequirements,it is necessary
to useahierarchicalstoragemanager. Thebulk of thestor-
ageis providedby about1 petabyteof tape(LTO2), with
35 TB of disk actingasa cache.Giventhat this is perma-
nentstorage,each�le is duplicatedwithin the system,so
that thefailureof any onetapewill not causelossof data.
Although tapeshave beenlost, the systemhasnever lost
data.

Accessto the massstoragesystemis throughan FTP
interface.All transfersarewhole �le, andlarger latencies
(averagingin the seconds,peakingin the minutes)areal-
lowed.High performanceusersareencouragedto prefetch
�les to avoid theselatencies.Thesystemis not intendedto
nor requiredto be high performance–itis not in generala
bottleneckto siteperformance.

Somewhat unusualfor a storagesystemis the mix of
traf�c. The readto write ratio is about.3; therearemore
writesthanreads.This inversescenarioimpliesthatmuch
datais written to tapewhich is never readagain.Addition-
ally, lack of quotasencouragesusersto keepeverything.
As aresult,storageuseis growing atabout2 TB/week,and
is accelerating.

4.2. Con�dentiality

Cryptographyis themostdirectmeansof improving the
con�dentiality of a system. Given that the authentication
andmetadatacontrol areeffective, encryptionof the data
can provide protectionagainstunauthorizedreads. The
con�dentiality of dataat NCSA is not generallycritical,
however for a corporate,military, or grid computingenvi-
ronment,con�dentiality guaranteesmaybenecessary.

To provideon-diskencryptionfor thehighperformance
systemwould requireproviding extra processingpower to
performthecryptographicoperations.A singleP42.1GHz
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can do AES in software at a rate of 50 MB/s [8]. Ded-
icatedhardwarecaneasily hit 200 MB/s or greater, even
with inexpensive (50 dollar FPGA) parts. Given that the
write bandwidthof individual storagenodeson Tungsten
is 40 MB/s, it is feasibleto encryptall dataon disk. Sup-
port for theadditionalmetadatawould have to beaddedto
Lustre,but this too seemsreasonable.On-wireencryption
would imposean additional load on the computenodes.
However, sincetypically theIO causesthecomputenodes
to stall, it may be possibleto supportthe additionalcom-
putationalload without reducingthe performanceof user
jobs. Ideally, supportfor the cryptographywould be im-
plementedat thenetwork interfaceto minimizeuseof the
systembus. As Tungstenusesgigabit ethernetto access
its storagenodes,eitherpurchasingnetwork interfaceswith
cryptographicaccelerationor designingsuchcardsassemi-
customhardwarewouldbefeasible.Thiswouldnotbefea-
sible if Tungstenuseda proprietaryinterconnect,suchas
Myrinet, to communicatewith thedisk. In suchacase,on-
wire encryptionwouldprobablyreduceperformancesome-
what. Eitherway, allowing anencrypted�le systemasan
option,so thatuserscanchooseto encrypt�les if they re-
quiretheprotection,or not if they would prefertheperfor-
mance,seemsthemostreasonablechoice.

Providing encryptionfor themassstoragesystemwould
be relatively cheapand reasonable.Although additional
hardware would be required to provide for the crypto-
graphicoperations,it is lessthan what is neededfor the
high-performancesystems. Additionally, the centralized
natureof the storagesystemwould simplify the manage-
mentof cryptographicmetadata.

4.3. Integrity

Integrity can be provided by tamper-proo�ng, im-
mutability, andredundancy. Tamper-proo�ng imposessim-
ilar overheadsas cryptography, and thereforehassimilar
feasibility and implementationpossibilities. For both the
high performanceand massstoragedomains,it is feasi-
ble. For massstorageespecially, tamper-proo�ng may be
verydesirable.Purposefulcorruptionof datasets,if unde-
tected,will corruptresultingcomputations,andcanspread
throughoutmany users' work. Most worrisomeis that
backupprotectionis uselessunlesswhenthecorruptionoc-
curredcanbedetermined,andeventhenit maybebeyond
thebackupwindow.

Immutability canprevent this. For obvious reasons,it
is infeasibleto make the entirehigh performancestorage
immutable,but critical system�les and�les identi�ed by
userscanbeprotected.Themassstoragesystem,however,
is essentiallypayingthecostalready. No quotais imposed
onusers,sothereis noincentiveto usersto deleteanything,
andthereis noevidenceto supportthatthey do. Disallow-

ing deleteswould mostlybea formalismto thecurrentbe-
havior of thesystem.Additionally, thegrowth of new data
in the systemis exponential–olddataaccountsfor only a
small portion of storageused. Finally, given the low per-
formancerequirementsandlargeeconomiesof scaleavail-
able,thecostof storageis relatively low. Includecapacity
in the tapelibrary, the costof the storagesystemis about
onedollar pergigabyte.

4.4. Availability

Primarily, wecanincreasetheavailability of thesystem
by improving theavailability of thehardware. Someclus-
ter systemsat NCSA are alreadyimplementedwith high
availability hardware; while Tungstenis not heavily re-
dundantasthesesystems,the ability of Lustreto support
somefailover canbe leveragedto eliminatesinglepoints
of failure. Exceptfor the immediatemoment-to-moment
usabilityof thesystem,thehighperformancestorageis too
ephemeralandtoovolatile to botherwith othertechniques.

The massstoragealreadyhas high availability–it has
never lost a �le. The tapelibrary supportssuf�cient re-
dundancy to eliminateit asa worrisomepoint of failure.
Thediskcachein front of it is of moreaconcern,however,
asit usesRAID-3, it is unlikely to fail.

The largestavailability concernsrelateto lossandcor-
ruption; that is, permanentlossof availability. Better in-
tegrity guaranteeswill, asa sideeffect,eliminateany such
potential. Of secondaryconcernis occasionallatency is-
sues.While theaveragelatency is acceptable,on theorder
of 30seconds,peaklatenciescanexceedanhour. Although
it is uncertainto usat this time thespeci�c causesof these
peaklatencies,in the long term, a move away from tape
andtowardsspinningdiskmaybefeasible[6].

4.5. Remarks

The storageenvironmentat NCSA is divided into two
sub-environments,the high-performancesystemsand the
massstoragesystem.Both arelargeandheavily used,but
have unique characteristics. The high-performancesys-
temsarevolatile, andcannotstandperformancedegrada-
tion. Themassstoragesystem,on theotherhand,is char-
acterizedsimplyby beinglarge–overa petabyte.

Giventhesedifferences,they mustbetreateddifferently.
Thehigh-performancesystemscanbeprotectedwith cryp-
tographyif additionalhardwareis used. However, letting
usersdisablethe cryptographyfor their particularjobs is
desirable–mostusersatNCSAarenotconcernedwith con-
�dentiality but solely with performance.Tamper-proo�ng
doesnotprovidemany bene�tsto HPC,althoughit is tech-
nically feasible.Immutability is not possible,nor is secret
sharing,asbothtechniquesareill-suited to write-intensive
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applications.Thesamevolatility which makesimmutabil-
ity impossiblealsomakesbackupandversioningdif�cult.
Finally, thehigh-performancesystemsalreadyincorporate
someelementof redundancy,providingsuf�cient availabil-
ity for currentpurposes.Our recommendationis to leave
the high-performancesystemsas they are, as they meet
currentneeds.An exceptionwould be any grid andutil-
ity computing–theincreasedcon�dentiality requirements
of sharedresourceswill requireadditionalprotectionand
necessitatechanges.

The massstoragesystemcan also be protectedwith
cryptography–encrypt on-diskis possiblewithout any spe-
cial hardware,while encrypton-wire would requirehard-
wareaccelerationfor the clients. Tamper-proo�ng would
beboth feasibleanddesirable,however it is subsumedby
immutability. Currently the systemis alreadypaying the
costsof immutability by thenatureof its use–formalizing
a policy of immutability would provide strongerguaran-
teesof integrity for free. Finally, the availability of the
massstoragesystemcould be improved in termsof qual-
ity of performance–occasionallythe latency of thesystem
is high. To improvetheavailability of datain themassstor-
agesystem,we proposeexamininglargedisk arraysasan
alternativeto muchor all of thetape.

5. Conclusions

In this paperwe have summarizedthe currentstateof
theartof thefour primarystorageprotectionsolutions:(1)
cryptography, (2) immutableandtamper-proofstorage,(3)
backupandversioning,and(4) redundancy. Dependingon
the environmentunderconsideration,eachof thesesolu-
tionsmaybeappropriate.For example,at NCSA,for HPC
storagecryptographictechniquesare the mostapplicable,
althoughnot required,and for massstorageimmutability
providesthemostbene�ts.

We feel that interestingareasof futurework in storage
protectionshouldfocuson threeareas:

1. Usability. Thesetechniquesaddcomplexity to anal-
readycomplex system,andmanagementerrorsby ad-
ministratorscannullify the potentialbene�ts. Addi-
tionally, if additionalburdenis pressedon to users,
they will attemptto circumventthesystem.

2. Uni�cation with clusters. Currentlytherearecluster
�le systems,andtherearecryptographicandversion-
ing �le systems.It is necessaryto actuallyimplement
sometechniquesfrom securestorageinto a parallel
�le system,suchasLustre.

3. Leveraginguniqueproperties.Thesetechniqueswere
designedwith generalpurposestoragein mind. How-
ever, therearemany propertiesof high performance

andmassive storagesystemswhich differ from gen-
eralsystems.Takingadvantageof thedifferencesmay
allow for solutionswhich work muchbetterfor spe-
ci�c tasks.

We hopewe have starteda discussionof the trade-offs in
makingstorageprotectiondecisions,especiallyasit relates
to largeandhigh-performanceinstallations.Thereis much
work to bedone.
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